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Introduction

The implementation of OSPF authentication helps us to mitigate
security threats related to the OSPF routing protocol.

An attacker can make use of OSPF packets to gain unauthorized

access to a network if the packets are not protected by the correct
Implementation of authentication.

OSPF authentication can be found within the OSPF packet header
which is included with all OSPF packet types

We will have a primary focus on OSPFv2 whilst mentioning changes
in OSPFv3 authentication.



Presentation Agenda

. OSPF version 2 packet header and supported authentication
methods.

. A strategy for securing OSPF version 2 routing information with
authentication in environments using IPv4.

. OSPF version 3 packet header and supported authentication
methods.

. A strategy for securing OSPF version 3 routing information with
authentication in environments using IPv6.



OSPFv2 Packet Header

@ 1 2 3
1234567890123 456789012345678901
L UL D R Y PRE TRE TP P TN T PR RS PR R e T U TR PR PR I PRE TR R TRY TRY PR R Y e e e
| Version # | Type | Packet length |
L T U R PR PRE L TRT TU YR R PR TR PP JEY TS TET I PR PR PR Y EE TR R TE INT PRE AT R R e e
| Router ID |
L T U R PR PRE L TRT TU YR R PR TR PP JEY TS TET I PR PR PR Y EE TR R TE INT PRE AT R R e e
| Area ID |
+-Ft-F-t-t-t-t-t-t-F-F-F-F-F-Ft-F-F-t-t-t-t-t -ttt -F-F-F-t-Ft-+-+
| Checksum | AuType |
+-Ft-F-t-t-t-t-t-t-F-F-F-F-F-Ft-F-F-t-t-t-t-t -ttt -F-F-F-t-Ft-+-+
| Authentication |
+etetetetetatatatatetatatatatatatatatatatatatatatatatatatatat-+-+

| Authentication |
L UL L R YR PRE JRE ok TUT SR PR PR YR PR R TR T TR TR TR JTUF TR L YR R PR TRE PR AT R S e e




Null authentication

* Open Shortest Path First

* The null authentication type (0) * 0SPF Header
denotes routing exchanges that are Version: 2 |
not authenticated. Message Type: Hello Packet (1)
Packet Length: 44
* The authentication field will be 5':"JFEED‘3’5F'F F*':"JtETE: l;[l”l”“l
Area : 8.8.8.8 (Backbone)
empty. Checksum: @xdb9® [correct]
« Due to the authentication field being AED GEEE Llees (2L
ilLnot i tth Auth Data (none):
empty,e}roqterwl notinspectine » OSPF Hello Packet
authentication field when it receives » OSPF LLS Data Block

the packet.

* Achecksumis usedto detect data
corruption, excluding the
authentication field. (auth data)



Simple password
authentication

* Open Shortest Path First

* The simple password authentication type ~* 0SPF Header
(1) is also known as plaintext Version: 2
authentication. Message Type: Hello Packet (1)
* Itis aclear 64-bit password. EaCh:Et I__-?ngth: e Ao A= amm
Source O5PF Router: 172.16.168.1
 This type of authentication helps to Area ID: @ @ (Backbone)
mitigate the threat of routers Checksum: @x2e7e [correct]
unintentionally joining a routing domain. Auth Type: Simple password (1)
* It requires each router to be configured Auth Data (Simple): DIP@2824

before it can participate. ¥ O05PF Hello Packet
» OSPF LLS Data Block

 Simple password authentication is
vulnerable to passive attacks such as
sniffing, thus anyone with physical access
can learn the password, affecting the
security of the network.



Cryptographic
Authentication

* Open Shortest Path First
* OSPF Header

» With cryptographic authentication type (2) a Version: 2 .
; ; Message Type: Hello Packet (1)
secret key is configured on all of the routers e e
. . . . . '‘aCKe ENgTh.
participating in ospf for the interface/area. e TR et o oaTTLC
« The key is used to generate/verify a message Area ID: @.8.8.@ (Backbone)
digest. Checksum: @x@888 (None)
Auth Type: Cryptographic (2)
* The algorithms used to generate and verify the Auth Crypt Key id: 1
message digest are specified by the secret key. Auth Crypt Data Length: 16
(MD5) Auth Crypt Sequence Number: 172
) . ) Auth Crypt Data:
* Passive attacks are mitigated since the password b OSPE Hello Packet

is never sent over the network in clear form. » OSPF LLS Data Block

* Additionally, a non-decreasing sequence number
is added to protect against replay attacks.



* OSPF authentication can be implemented as interface or area specific configuration.

St t f M * Our strategy involves making use of area specific configuration with the cryptographic
ra egy O r SeC U rl ng authentication type at the routers forming part of area 0. (Simple towards areas)
OS P F 2 'th « The simple authentication is still more secure than null as it prevents routers from
V WI unintentionally taking part in ospf routing for the area.
o) uth e nticatio N « Additionally, other routers not forming part of area 0 are configured with interface
specific authentication and the simple authentication type.
Simple Password (1) Cryptographic(2)
.....-..-__.-_l——._.-_-‘--‘"‘“ ..-'-‘.--.—_-_--—"‘n.“"'.
Area 100 Area 0 s
e0/0\
.2
172.16.100.0/ 24 172.16.0.0/24 ‘___...-*""
-..l-l-"-'--_——-'-'."..-— ‘Illll.II-I-I.I-""-'-—|_-—-'-'--I.I.I.I.I'I.I.I.l

Area Speciﬁcl

Interface Spedcific




R1 Configuration

Simple Password (1) Cryptographic(2)
..*_.---l——--—--..___ —'____.-l-""-"_-"-'"---..__““'

—
. "~
Sy

Area 100 _ / Area 0 N
e0/0N eum;a
2 7 i 2/

172.16.100.0/ 24 172.16.0.0/24 i
~——— I ~——— ______-#"
Interface Specific ‘ Area Specific I |

1. OSPF Process Configuration
!
router ::r_'l' 1

: 145 hoy ) rface include line authentication

up, line protocol is up

vord authentication enabled

thernetd,/e

.-—||.-.

ip © [_1' aut I‘Il"rl__:'l_'__l"l
ip ospf authentication-ke




R2 Configuration

Simple Password (1) Cryptographic(2)
;r"—“—_—-‘---“h-“"“hu ﬂ“”#..-—‘--b-“h-‘“““u
B el Area 100 N el Area 0 ~
N 172.16.100.0/24 .~ N 172.16.0.0/24 wad
--.,__'__--‘_‘ .100. 1"_"—_____,..-* m,_‘_‘_.-“ .0/ —.—_'____..-'
Interface Specific ‘ Area Specific |

1. OSPF Process Configuration

3 authentication message-diges

3. Authentication Verification

ospf interface | include line|authentication|key

y id is 1
up, line protocol is up

an enabled




R3 Configuration

Sim ple Password (1) Cryptographic (2)
"___....-—--'——"—---.____'-"‘-‘ '-_,..-""'"—-._-_-""'-—.._.“
N ,-"" Area 100 SN L fr*"" Area 0 SN L
N 17216.1000/24 7 N 172.16.0.0/24 e
H"""'--..__ .100. ."_‘_.____,..-* M""'--..____ .0/ _.-.____,..-*
Interface Specific ‘ Area Specific |

1. OSPF Process Configuration

authentication

o

3. Authentication Verification

p ospf interfac | include '__r|H|-|I| hentication
is up, line ol is

=
a |

phic aut h-—-ru___-|__|_r| n-n.:|L._n:|:I




Changes within OSPFv3 Packet Header

%) 1 2 3
8123456768981 231456/7890123456789681
+-+-+-F-F-t-+-F-+-+-F-F-F-t-+-F-+-+-F-F-F-+-+-+-F+-F-+-+-+-+-+-+-+
| Version # | Type | Packet length |
s i T S e T s S St S e S At &
Router ID
s i T S e T s S St S e S At &
Area 1D
s i T S e T s S St S e S At &
Checksum | Instance ID | e
s T T S T T e et T S e e e e T e T J

* OSPFv3 does not natively support authentication as it has been removed from the protocol.
 Both the Authentication type and Authentication fields have been removed.




Changes within OSPFv3 Authentication

e —_—__——————
| Outer | AH | ESP | Inner | Payload | | ESP |
| IPv6 Header | Header | Header | IPv6 Header | (0SPFv3) | Padding | Auth |
s e L S e e e s T et Tt eel e

+-+-+-+-+- ESP HMAC Authenticated -+-+-+-+-+-

+-+-+-+-+ ES5P Encrypted -+-+-+-+-+-+
+

+-+-+-+-+-+-+-+-+-+-+-+ AH Authenticated -+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

* OSPFv3 utilizes the IP Authentication Header and the IP Encapsulating
Security Payload to ensure that the confidentiality and integrity of routing
exchanges are maintained.

* OSPv3 neighbor authentication does not use Internet key exchange to form
the IPsec security association values.

* Dueto this we need to manually configure the IPsec SPI hash algorithm and
keys.



OSPFv3 Wireshark Capture

1. Configured with Authentication Header

* Internet Protocol Version 6, Src: fed8@::1, Dst: ffe2::5

Hllﬁ .22 = Version: 6
P ceaa aw o = Traffic Cl
ow Label:
Payload Length: &4
Next Header: Authentication Header (51)
Hop Limit: 1
Source Address: fed8@::1
Destination Address: ff@2::5
b Authentication Header

* Open Shortest Path First
* (OSPF Header
Version: 3

Message Type: Hello Packet (1)
Packet Length: 48

Source O5PF Router:

Area ID:

Checksum: @xf476 [correct]
Instance ID: IPvE unicast AF (@)
Reserved:

* We can see that the authentication header
used for authentication is present within the
packet.

* We can also see that the OSPF header has
changed in OSPFv3 as the fields used for
authentication by OSPFv2 have been
completely removed.

2. Configured with ESP Header

* Internet Protocol Version 6, Src: fe8@::2,
8118 .... = Version: 6

caa = Traffic Clas
Flow Label:

Nuit Huddur Se
Hop L imit: 1
Source Address: feB@::2
Destination Address:
@ Encapsulating Security Payload

Dst: ff@2::5

* We can see that the ESP header is used present,
providing authentication and encryption by
encapsulating the routing information.



OSPFv3 Authentication Strategy

2001:DB8:100:12::1/64 2001:DB8:100:12::2/64 2001:DB8:0:23::1/64

o ———— —

-
. -~ ~ o -~
ﬁfewo Area 100 EOIU\.@
] ! 1
\ /

"\H ’

— -
""h__-

2001:DB8:0:23::2/ 64

_--———-—F-"—

Interface Specific | Area Specific ‘

* We use area specific configuration on R2 and R3 as they form
part of the backbone area.

Furthermore, we use interface specific configuration on R1.

* We implemented OSPFv3 authentication with our configuration,

making use of the IPv6 authentication header and the SHA-1
hashing algorithm.



R1 Configuration

2001:DB8:100:12::2/64 2001:DB8:0:23::1/64 2001:DB8:0:23::2/64

____.—__‘.,-“
S

2001:DB8:100:12::1/64

#-—-—_—_---"‘lh —

—

- Hh‘\ - ~<
N N -
Area 100 0/0 e0/1 Area 0 E‘”“a
/ ’
_ Se -

4-..___________--"‘

| Area Specific

Interface Specific

1. OSPF Process Configuration

interface Ethernetg/a

no ip address

ipve address FE8@::1 link-local

ipve address 2081:DB8:188:12::1/64

ospfwv3 ryption null

hwn+1'a+1nn 1p"c spl 588 shal 812345673981234567898123456789081234567389




R2 Configuration

2001:DB8:100:12::1/64 2001:DB8:100:12::2/64 2001:DB8:0:23::1/64 2001:DB8:0:23::2/ 64

e —————
—— —
h

-

/f

ta /EUIU Area 100
\\.

S~

—— H
hh-—————-—"'—#—

Interface Specific | Area Specific ‘

1. OSPF Process Configuration

router ospfv3 1




R3 Configuration

2001:DB8:100:12::1/64 2001:DB8:100:12::2/64 2001:DB8:0:23::1/64 2001:DB8:0:23::2/ 64
—_— T —— —_—— ——
““" prea100 TN -~ N
= ‘e0/0 rea eum\l ,_’a i’éun Area 0 eu;u\l Fa
\\N ,// \\N ’//
Hhh"'- _--—'.- hh""—--—. __‘__,f"
Interface Specific | Area Specific ‘

1. OSPF Process Configuration

—_— o W

B authentication




Conclusion

* The implementation of OSPF authentication helps us to mitigate
security threats related to the OSPF routing protocol.

* OSPFv2 authentication is configured using authentication data
and authentication type fields found within the OSPFv2 packet
header.

* OSPFv3 authentication takes place through the utilization of IP
Encapsulating Security Payload and IP authentication header.

* Understanding the different types of authentication supported by
OSPF is of great importance to maintain integrity and
confidentiality within a business networking environment.
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