


Introduction

The implementation of OSPF authentication helps us to mitigate 
security threats related to the OSPF routing protocol.
An attacker can make use of OSPF packets to gain unauthorized 
access to a network if the packets are not protected by the correct 
implementation of authentication.
OSPF authentication can be found within the OSPF packet header 
which is included with all OSPF packet types
We will have a primary focus on OSPFv2 whilst mentioning changes 
in OSPFv3 authentication.



Presentation Agenda

1. OSPF version 2 packet header and supported authentication 
methods. 

2. A strategy for securing OSPF version 2 routing information with 
authentication in environments using IPv4.

3. OSPF version 3 packet header and supported authentication 
methods.

4. A strategy for securing OSPF version 3 routing information with 
authentication in environments using IPv6.



OSPFv2 Packet Header



Null authentication

• The null authentication type (0) 
denotes routing exchanges that are 
not authenticated.

• The authentication field will be 
empty.

• Due to the authentication field being 
empty, a router will not inspect the 
authentication field when it receives 
the packet. 

• A checksum is used to detect data 
corruption, excluding the 
authentication field. (auth data)



Simple password 
authentication
• The simple password authentication type 

(1) is also known as plaintext 
authentication.

• It is a clear 64-bit password.

• This type of authentication helps to 
mitigate the threat of routers 
unintentionally joining a routing domain.

• It requires each router to be configured 
before it can participate.

• Simple password authentication is 
vulnerable to passive attacks such as 
sniffing, thus anyone with physical access 
can learn the password, affecting the 
security of the network.



Cryptographic 
Authentication
• With cryptographic authentication type (2) a 

secret key is configured on all of the routers 
participating in ospf for the interface/area.

• The key is used to generate/verify a message 
digest.

• The algorithms used to generate and verify the 
message digest are specified by the secret key. 
(MD5)

• Passive attacks are mitigated since the password 
is never sent over the network in clear form.

• Additionally, a non-decreasing sequence number 
is added to protect against replay attacks.



Strategy for securing 
OSPFv2 with 
authentication

• OSPF authentication can be implemented as interface or area specific configuration.

• Our strategy involves making use of area specific configuration with the cryptographic 
authentication type at the routers forming part of area 0. (Simple towards areas)

• The simple authentication is still more secure than null as it prevents routers from 
unintentionally taking part in ospf routing for the area.

• Additionally, other routers not forming part of area 0 are configured with interface 
specific authentication and the simple authentication type.



R1 Configuration

1. OSPF Process Configuration

2. Interface Configuration

3. Authentication Verification



R2 Configuration

1. OSPF Process Configuration

2. Interface Configuration

3. Authentication Verification



R3 Configuration

1. OSPF Process Configuration

2. Interface Configuration

3. Authentication Verification



Changes within OSPFv3 Packet Header

• OSPFv3 does not natively support authentication as it has been removed from the protocol. 
• Both the Authentication type and Authentication fields have been removed.



Changes within OSPFv3 Authentication

• OSPFv3 utilizes the IP Authentication Header and the IP Encapsulating 
Security Payload to ensure that the confidentiality and integrity of routing 
exchanges are maintained.

• OSPv3 neighbor authentication does not use Internet key exchange to form 
the IPsec security association values.

• Due to this we need to manually configure the IPsec SPI hash algorithm and 
keys.



OSPFv3 Wireshark Capture
1. Configured with Authentication Header 2. Configured with ESP Header

• We can see that the authentication header 
used for authentication is present within the 
packet.

• We can also see that the OSPF header has 
changed in OSPFv3 as the fields used for 
authentication by OSPFv2 have been 
completely removed.

• We can see that the ESP header is used present, 
providing authentication and encryption by 
encapsulating the routing information.



OSPFv3 Authentication Strategy

• We use area specific configuration on R2 and R3 as they form 
part of the backbone area.

• Furthermore, we use interface specific configuration on R1.
• We implemented OSPFv3 authentication with our configuration, 

making use of the IPv6 authentication header and the SHA-1 
hashing algorithm.



R1 Configuration

1. OSPF Process Configuration

2. Interface Configuration



R2 Configuration

1. OSPF Process Configuration

2. Interface Configuration



R3 Configuration

1. OSPF Process Configuration

2. Interface Configuration



Conclusion
• The implementation of OSPF authentication helps us to mitigate 

security threats related to the OSPF routing protocol.
• OSPFv2 authentication is configured using authentication data 

and authentication type fields found within the OSPFv2 packet 
header.

• OSPFv3 authentication takes place through the utilization of IP 
Encapsulating Security Payload and IP authentication header.

• Understanding the different types of authentication supported by 
OSPF is of great importance to maintain integrity and 
confidentiality within a business networking environment.
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